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SECURITY ENVIRONMENT –  
PHYSICAL AND DIGITAL  

– IS MORE UNCERTAIN, DYNAMIC AND 
MORE DEMANDING THAN EVER 



Technology is developing faster than security: 
Internet of Threats? 

Intellectual challenge to minds – to all of us 



The Internet of Everything is the 
bridge between the physical and 

digital worlds. 

Functional security 
Continuity Management – Anticipation – Perception 

 

Securing information 
Confidentiality – Integrity – Availability 

 

Privacy 



Securing our businesses, societies and 
our way of life 



IoT: It’s about connecting devices 
over the internet, letting them talk 
to us, applications, and each other.  

Security and privacy are the 
biggest challenges for IoT. 



”Suomi on maailman 
turvallisin maa asua, yrittää 
ja tehdä työtä.” 



The Challenge 

Sensors, devices 

Apps 

2010 2020 2035 

1B 

25-
50B 

1 trillion 



Internet of Threats?  
Two Recent Studies (HP & DNS) 

Same Conclusion: They’re real, they’re here, and they’re 
more widespread than you might imagine. 

Three major security issues with IoT (DNS): 
- IoT devices introduce new avenues for potential remote exploitation of 

enterprise networks. 
- The infrastructure used to enable IoT devices is beyond both the user 

and IT’s control. 
- IT’s often casual approach to IoT device management can leave devices 

unmonitored and unpatched. 

HP: 
70% of the devices didn’t encrypt communications between the 
devices and the Internet or local network, and yet almost all of the 
devices collect personal information. 
 
60% of the devices had insecure Web interfaces such as persistent 
cross-site scripting, poor session management, and weak default 
credentials. 
 
60% of the devices had insecure software and firmware because 
they didn’t use encryption when downloading software updates.  
 
80% of the devices had password problems --- they don’t require 
passwords of sufficient complexity and length.  

Top 10 security problems that are seen with IoT 
devices: 
•     Insecure Web interface 
•     Insufficient authentication or authorization 
•     Insecure network services 
•     Lack of transport encryption 
•     Privacy concerns 
•     Insecure cloud interface 
•     Insecure mobile interface 
•     Insufficient security configuration 
•     Insecure software or firmware 
•     Poor physical security 

Internet of Things –  
Quite a mess from the 
security point of view 



The thing that worries me regarding IoT 
security is that security is not an 

important issue when one build an 
internet-connected device 



”Älykkäät koneet, älykäs liikenne, 
älykkäät energiaratkaisut, älykkäät 

rakennukset sekä ja kaikki muut 
älykkäät prosessit tulevat jatkossa 
olemaan valtavirtaa ja muuttavat 

samalla työelämää hurjalla 
vauhdilla.” 
Mikko Kosonen, Sitra 

Smart = Exploitable, 
Vulnerable 

Smart devices aren't such a 
clever idea if they're not secure. 



IoT presents a significant mix of opportunity and risk 

Security? 
- Often ”afterthought” or ”no thought at all” 

- Not secure by design 
- Should be designed with privacy and security in 

mind 
 

Adopting a  
security-focused approach 



Why care? 

- Trust, if there is no trust… 
- Privacy, who has your data and how that is 

utilized? 
- Valuable data: Personal, location.. 

- Making money (spamming, DDoS..) 
- Bridgehead to other attacks 

- Blackmail 
- Spying 

- More dramatic consequences 



SoT = Security of Things 



1. Cyber attacks that do infrastructure damage 

2. Data manipulation 

3. Non-state actors 



 

• Security must be the foundational enabler for IoT. 

• There is currently no consensus on how to 
implement security in IoT on the device. 

• There is no silver bullet that can effectively 
mitigate the threats. 

 



NEEDS: 
 

- Protecting data 
and people 

- Safegarding all 
IoT-devices 

- Incident 
prevention and 

detection 
(updates) 

- Overall 
management of 
security risks 



The emergence of the 
Internet of Everything will 

challenge both 
manufacturers and 

consumers. 



Responsibility 
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